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1
Decision/action requested

 KI added according to objectives of the SID added.
2
References

 [1]
3GPP TS 
3
Rationale

KI added according to objectives, i.e. copy from SID justification of the objective.

First proposal for threat clause added.
4
Detailed proposal

*********  START OF CHANGES
4.X
Key issue #X: Dynamic authorization between SCPs or between NF and SCP
4.X.1
Key issue details

Static authorization is described in 33.501 clause 13.3.0, which implies by local policy that the authorization is implicit. It does not address how SCP is authorized by the NF Service Consumer to request services on its behalf and how this authorization is verified by the NRF/NF Service Producer. Dynamic mechanisms for establishing authorization between the SCPs or SCP and NFs will be studied by this key issue.
4.X.2
Security threats

If NRF can provide a valid access token to SCP which is not authorized to receive the token by the NF Service Consumer, the SCP can send a service request and receive a valid service response on behalf of NF Service Consumer, even though the NF Service Consumer has not authorized the SCP. 

The NF Service Producer cannot verify if the SCP has been authorized by the NF Service Consumer or not, and thus, the NF Service Producer can provide a service response to an unauthorized entity.
4.X.3
Potential security requirements

TBD

*********  END OF CHANGES

